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TERMS OF REFERENCE 

ICT CONSULTANT 

About the Green Belt Movement 

The Green Belt Movement (GBM) is a Kenyan environmental organization founded by Professor 

Wangari Maathai in 1977. GBM works with communities, particularly women, to conserve the 

environment, restore degraded landscapes and improve livelihoods through sustainable natural 

resource management. 

Purpose of the Assignment 

The Green Belt Movement seeks to engage a qualified and experienced Information, 

Communication and Technology Consultant to provide ongoing technical support and management 

of the organization's information technology systems and infrastructure. The consultant will ensure 

that GBM's ICT environment remains secure, efficient, reliable and responsive to the needs of staff 

and operations. 

Duty Station 

The consultant will be based at the Green Belt Movement Head Office in Kilimani, Nairobi, with 

occasional support to other GBM facilities and users as may be required. 

Scope of Work 

The consultant will provide professional ICT services including but not limited to: 

Server Administration 

i. Manage and maintain organizational servers and related infrastructure. 

ii. Monitor server performance, availability and storage capacity. 

iii. Install and manage software updates, security patches and system upgrades. 

iv. Perform server recovery procedures when necessary. 

v. Monitor and test data backup systems to ensure business continuity. 

Network Management 

i. Manage and optimize network performance and internet connectivity. 

ii. Monitor network capacity, security and reliability. 

iii. Support network configuration and administration. 

iv. Provide recommendations for network improvements and enhanced security. 

v. Support the installation and configuration of network equipment and devices. 

Systems Security 

i. Monitor and maintain organizational cybersecurity measures. 

ii. Review firewall logs and security alerts. 
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iii. Ensure security software is updated and functioning effectively. 

iv. Investigate and respond to suspicious activities and system vulnerabilities. 

User Support and Maintenance 

i. Provide technical support to staff on hardware, software and connectivity issues. 

ii. Diagnose and resolve ICT-related problems in a timely manner. 

iii. Support installation, configuration and maintenance of user devices and software. 

iv. Provide guidance on best practices for the use of organizational ICT resources. 

Data Backup and Recovery 

i. Ensure regular backup of organizational data and systems. 

ii. Conduct periodic backup verification and recovery tests. 

iii. Support cloud-based and on-premises backup solutions. 

Email and User Account Administration 

i. Manage user accounts, permissions and access rights. 

ii. Create, modify and deactivate user accounts as required. 

iii. Administer organizational email services and mailboxes. 

iv. Support password management and enforcement of access control policies. 

Monitoring and Reporting 

i. Monitor system logs and cloud services for performance and reliability. 

ii. Maintain documentation of ICT assets, configurations and changes. 

iii. Submit periodic reports on work undertaken, system status and recommendations. 

iv. Provide prompt support for critical system failures and emergencies. 

Procurement Support 

i. Provide technical advice during procurement of ICT equipment and services. 

ii. Support installation, testing and commissioning of new ICT equipment. 

Deliverables 

i. The consultant will be expected to: 

ii. Maintain stable and secure ICT systems. 

iii. Provide timely technical support to users. 

iv. Ensure reliable data backup and recovery processes. 

v. Submit periodic service reports detailing activities undertaken, issues identified and 

recommendations. 

vi. Advise management on improvements to ICT infrastructure and security. 
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Required Qualifications and Experience 

Applicants should possess: 

1. A Bachelor's degree in Computer Science, Information Technology, Information Systems, or 

a related field. 

2. Demonstrated experience providing ICT support and consultancy services. 

3. Strong knowledge of computer hardware, software, networking, cybersecurity and server 

administration. 

4. Experience troubleshooting and resolving technical issues in organizational environments. 

5. Knowledge of cloud-based services and backup systems. 

6. Strong analytical and problem-solving skills. 

7. Excellent communication and interpersonal skills. 

8. Ability to work independently and respond effectively to user needs. 

9. Professional certifications in relevant ICT disciplines will be an added advantage. 

Application Process 

Interested candidates should submit the following to jobs@greenbeltmovement.org with the 

subject line ICT Consultant application by Friday, 26
th

 June 2026: 

1. A cover letter demonstrating suitability for the assignment. 

2. A detailed curriculum vitae outlining relevant experience. 

3. Contact details of at least three professional referees. 

Do not include copies of your certificates. Note that only shortlisted candidates will be contacted.  

Applications will be reviewed on a rolling basis and suitable candidates may be contacted before 

the closing date. The recruitment process will remain open until the position is filled. 

The Green Belt Movement is an equal opportunity organization and encourages applications from 

qualified candidates who share its commitment to environmental conservation and sustainable 

development. 
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