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Terms of Reference (TOR)
Procurement, Setup, and Installation of Firewall for Network Security

1. Introduction

The Green Belt Movement (GBM) seeks to strengthen its network security by procuring, setting
up, and installing a robust firewall solution. The firewall will secure up to 50 devices and protect
the organization’s digital assets against cyber threats, ensuring data integrity and secure
connectivity.

2. Objective

To procure, set up, and install a firewall solution (preferably FortiGate or Sophos) capable of
securing up to 50 devices, including the provision of annual maintenance services for seamless
operation.

3. Scope of Work
The scope of work includes, but is not limited to:
1. Procurement

o Supply of a firewall meeting the following requirements:
= Brand: FortiGate or Sophos
= Capacity: Secure up to 50 devices
= Features:

= Advanced threat protection (malware, ransomware, intrusion
prevention)

= Web and application filtering
= VPN support (SSL and IPSec)
= Centralized management interface
= Real-time monitoring and reporting
2. Setup and Installation
o Delivery of the firewall to the designated location.
o Physical installation of the firewall within the existing network.
o Configuration of security policies tailored to GBM’s operational needs.
o Integration with the current network infrastructure and devices.
3. Testing and Optimization

o Comprehensive testing to ensure functionality, including intrusion detection, VPN
performance, and traffic management.

o Optimization of settings to balance security and performance.
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4. Training

o Training of GBM’s IT personnel on managing the firewall, monitoring traffic, and
responding to security incidents.

5. Annual Maintenance Services
o Provision of an annual maintenance plan that includes:
= Regular firmware updates and patches
= System health checks and performance tuning
= Technical support and troubleshooting assistance

= Emergency response services for critical incidents

4. Deliverables
1. Fully installed and operational firewall configured to GBM’s specifications.

2. Documentation, including:
o Configuration details
o User manuals and guidelines

o Warranty and support information

5. Timeline
The project is expected to be completed within 2 weeks from the date of contract signing:
e Procurement and delivery: 1 week

o Setup and installation: 2 days

o Testing and training: 2 days

6. Vendor Requirements
Interested vendors must meet the following criteria:
1. Authorized reseller or distributor of FortiGate or Sophos products.

2. Proven experience in supplying and installing firewall solutions.
3. Capability to provide annual maintenance services.
4

Certified technicians for setup, configuration, and training.
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7. Budget
Vendors are required to submit a comprehensive quotation, inclusive of:

Cost of the firewall hardware and license
Delivery, setup, and installation charges

Annual maintenance plan fees

8. Submission Requirements
Interested vendors must provide the following documents:

1.

2
3.
4

Company profile and relevant experience.
Technical and financial proposal.
Proof of authorized dealership/partnership with FortiGate or Sophos.

List / References of current clients.

9. Evaluation Criteria
Submissions will be evaluated based on:

Compliance with technical specifications (40%).
Cost-effectiveness (30%).
Vendor’s experience and references (20%).

Availability and comprehensiveness of annual maintenance services (10%).

10. Contact Information
All submissions and inquiries should be addressed to:
Green Belt Movement Procurement Department
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